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To whom it may concern

30.09.2020

Statement from Olympus on Ripple20

The JSOF research lab has recently discovered a series of zero-day vulnerabilities
in a widely used low-level TCP/IP software library developed by Treck Inc. (CVE-
2020-11896/CVE-2020-11898 whitepaper). After carefully analyzing the situation
we herewith state that no medical product developed by Olympus has been found
vulnerable to any on the known Ripple20 vulnerabilities. We will update the
statement as new information related to Ripple20 vulnerabilities become available.

Background Information

Olympus is aware of and currently monitoring ongoing developments related to the
recent public reports of various vulnerabilities that affect the Treck TCP/IP stack,
collectively known as Ripple20. Successful exploitation of these vulnerabilities
may allow remote code execution or exposure of sensitive data.
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