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Olympus Winter & Ibe GmbH, KuehnstraBe 61, 22045 Hamburg

To whom it may concern

6.1.2021

Statement from Olympus on Log4J vulnerability CVE-2021-44228

Dear Sir or Madam,

On December 9, a 0-day exploit in log4j, a Java logging library has been published. The
exploit was published with a proof of concept tool and allows remote code execution by
logging a certain string. Since the impact of the exploit is critical and the exploitation is
easy and requires no user interactions the vulnerability in log4j is rated with a CVSS score
of 10.0. The vulnerability is also known as Log4Shell.

After carefully analyzing the Olympus products we herewith state, that no device or
solution distributed by Olympus Medical Systems has been found vulnerable to CVE-
2021-44228. We will update this statement as new information related to the log4shell
vulnerability becomes available.
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