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To whom it may concern 
 
 
  

  

  

 
   Datum 

   11.03.2022 

 

 
Statement from Olympus regarding unauthorized access to ENDOBASE 
folders 

Dear Sir or Madam, 
at internal security audits of ENDOBASE and ENDOVIEW it has been discovered that it is 
theoretically possible to bypass the ENDOVIEW user management. Under these circum-
stances, unauthorized read access to patient data – that should only be accessed by 
authorized users via ENDOVIEW – would become possible.  
Olympus has developed a patch for ENDOVIEW to fix this vulnerability. The patch was 
distributed with service bulletin SBU_100-236-975. All customers with affected 
ENDOBASE and ENDOVIEW installations were informed, and the patch was installed as 
agreed with the affected customers.  
This vulnerability should also be removed on all remaining, unpatched installations of 
ENDOBASE and ENDOVIEW as soon as possible. Contact your Olympus service 
organization to verify if a patch is required for you system.  
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